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ONS TO CANDIDATES :
N-A is COMPULSORY conslisting of TEN ques

- SECTION-B contains FIVE questions carrying FIVE marks eac
ks each and students

have to attempt any FOUR questions.
3. SECTION-C contains THREE questions carrying TEN mar

have to attempt any TWO questions.

SECTION-A

1. Write briefly :
a) Define Cryptography.
b) Discuss CIA model.
c) What 1s Block Cipher?
d) What is the purpose of AES?
e) Discuss Kerberos.

f) Write about RSA Algorithm.

g) What are Digital signatures?

h) Define PGP.

Give concept of honeypots.

1) ‘Write about IDS.




inctioning and role of DES algorithm in ¢ |
Siscuss the need of Hash Function and how they are implemented. &

o ' 3
Write a short note on Network security controls. q o

SECTION-C
7.  Explain the need of Math Background to implement the cryptography concepts.
8.  What is the concept of MD5 and SHA Algorithm? How it is used in Cryptography?

9. Discuss about design and types of Firewalls. How they are used in securing the Computer
Networks? e
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