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B.Tech (CSE), Semester 7
NETWORK SECURITY AND CRYPTOGRAPHY
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M.Code: 90487
Date of Examination: ‘E{%*oﬂw 2028
Time: 3 Hrs. Max. Marks: 60

INSTRUCTIONS TO CANDIDATES:
1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO
marks each.
2. SECTION-B contains FIVE questions carrying FIVE marks each and students
have to attempt any FOUR questions.
3. SECTION C contains THREE questions carrying TEN marks each and students
have to attempt any TWO questions.

Q. | Question Course Bloom’
No. | Outcome | s Level
SECTION-A »}\\
1. | Answer briefly: g} )
a. | What is a zero-day vulnerability? D CO-1 L1
b. | Outline the basic components of conventional eneryption. CO-1 L2
¢. | Define monoalphabetic cipher. Rk CO-2 L1
d. | Illustrate Fermat's thecorem with an cxa;ﬂﬁl@ CO-2 L
e. | Why both confusion and dxﬁwnq;}\}urc necessary in | CO-3 L1
cryptography. O\
f. | Outline the key expansion processin AES. CO-3 L2
| g. | List the security services f d by digital signatures. Co-4 L1
h. | Outline three main ic§ involved in the Kerberos | CO-4 L2
___| authentication process .
i, | List two services provided by S/MIME. CO-5 L1
- | Nustrate a scenario.where honeypots are useful. CO-5 L2
' : SECTION-B
2. | Identify the impact of malware threats (viruses, worms, | CO-1 L3
.| Trojans, ransomware) on organizational security. How can
these be prevented?
3. | Examine why prime numbers are the foundation of modern | CO-2 L4
public-key cryptosystems. How does the difficulty of prime
factorization contribute to cryptographic security?
4. | Explain the concept of Elliptic Curve Cryptography (ECC) | CO-3 LS
and why it is considered secure.
5. | Analyze in detail the working of Digital Signatures in | CO-4 L4
network security. Discuss the various attacks related to
Digital Signatmes.
6. | Evaluate the advantages and limitations of PGP in securing | CO-3 LS
email communication.
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SECTION-C
7. | Compare aclive and passive attacks with respect to | CO-1 L4
objectives, detection difficulty, and impact. Which category
poses a greater long-term risk to organizations? Justify your
answer. L
8. | Make use of a block diagram to discuss the DES algorithm | CO-3 L
architecture. Describe the role of initial permutation, round
function, key generation, and final permutation.
9. | Explain the MD3 algorithm step by step with a neat diagram. | CO-4 L5
Show how it compresses input into a 128-bit digest. :
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Note: Disclosure of identity by writing mobile number or making of passing request on
any paper of Answer Sheet will lead to UMC against the student.
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